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Sb: 555 /SGDPT-QLCL

V/v khic phuc 16 hong bao mat Microsoft
SharePoint CVE 2025-53770

Pa Nang, ngay 13 thdng 8 nam 2025

Kinh gui:
- Uy ban nhan dan xa, phuong, dac khu;
- Céc truong truc thudc So.

Ngay 19/7/2025, Microsoft da cong bd thong tin vé 16 hong bao mat nghiém
trong CVE-2025-53770 trong san pham Microsoft SharePoint On-premises, cho
phép ddi twong tan cong thuc thi ma tir xa. San pham nay ciia Microsoft duoc sir
dung phd bién trong cac hé théng thong tin co quan, to chirc nha nudc; ngan hang,
t6 chirc tai chinh, tdp doan, doanh nghiép va cac cong ty 16n. Pic biét, 16 hong
nay co thé da, dang va s& dugc cac nhom tan cong c6 chu dich (APT) sir dung dé
khai thac dién rong trong thoi gian nay. Thong tin cu thé vé 16 hong nhu sau:

- biém CVSS: 9.8/10; Mtic d6: Rat nghiém trong.

- L3 hong khai thac 161 bo qua xéac thue duoc kich hoat bang cach dat header
"Referer" thanh " _layouts/SignOut.aspx". Sau d6 duoc khai thac dé kich hoat thuc
thi ma tur xa thong qua webshell " layouts/15/ToolPane.aspx".

- Lb hong anh huéng dén cac phién ban Microsoft SharePoint Server 2019
va Microsoft SharePoint Enterprise Server 2016. Bién phap khac phuc 16 hong 1a
cdp nhat cac ban va hodc sit dung cac bién phap giam thiéu nguy co tan cong.
Ngay 21/7/2025, Microsoft da dua ra cic ban va bao mat can thiét (tham khao
trang web cua hang: https://msrc.microsoft.com/blog/2025/07/customer-
guidance-for-sharepoint-vulnerability-cve-2025-53770 ).

Ngay 05/8/2025, S& Gido duc va Pao tao (GDPT) nhan dugce Cong van sd
549/CATP-PAOS ctia Cong an thanh phd vé viéc nguy co 16 hong bao mat
Microsoft SharePoint CVE 2025-53770. Nham bao dam an ninh mang, khic phuc
16 héng bao mat, S GDDT dé nghi cac don vi truong hoc trén dia ban thanh phé
thuc hién mot sé noi dung sau:

1. Kiém tra, ra soat va xac dinh may chu st dung phién ban SharePoint c6
kha nang bi &nh hudng. Thuc hién cap nhat ban vd bao méat cho cdc may bi anh
huéng theo huéng dan ctia Microsoft.

2. Tang cuong giam sat va san sang phuong an xt 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; thuong xuyén theo doi kénh canh bao kip thoi
clia cac co quan chirc ning va cac to chirc 16n vé an ninh mang dé phat hién kip
thdi cac nguy co tan cong mang.

3. Trong trudng hop phat hién d4u hiéu tAn cong mang khai thac 15 hong
bao mat trén, dé nghi lién hé ddu mbi ctia Cong an thanh phd qua PAO5 (ddng chi
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Thuong Gy Nguyén Qubc Huy - Can bo Doi 2, Phong An ninh mang va phong,
chong tdi pham st dung cong nghé cao, SO di¢n thoai: 0948.597.555) d€ trao doi

su ¢0 va dugc hudng dan ho tro.

S¢ GDDT dé nghi cac don vi, truong hoc trién khai thuc hién./.

Noi nhin: KT. GIAM POC
_ Nhu trén; PHO GIAM POC
- Cong an thanh phd;

- Giam ddc, Pho Giam ddc;

- Luu: VT, QLCL.
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